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|. COURSE DESCRIPTION:

Learning the TCP/IP suite of protocolsis key to understanding how the Internet works. This course
devel ops the student's knowledge of these protocols and develops skill implementing them on a Windows
Ox and NT system.
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[1. LEARNING OUTCOMESAND ELEMENTSOF THE PERFORMANCE:
Upon successful completion of this course, the student will:
1. Describe what TCP/IPis, how it isused now and how it was used to create the Internet.
Elements of the Performance:

. Describe the history of the Internet.
. ldentify Internet Standards.
. Describe the advantages and disadvantages of TCP/IP over other protocols

2. Configure basic TCP/IP operation on an NT Server and W9X computer.

Elements of the Performance:

. ldentify and use TCP/IP utility programs.
. Describe the TCP/IP installation process for Windows 9x and NT.

3. Describethe OSI 7 Layer and TCP/IP 4 Layer network models.

Elements of the Performance:

. Describe the OS| reference model and the functions of each layer.

. Describe the TCP/IP layer model and the functions of each layer.

. Relatethe TCP/IP layer model to the OSI reference model.

. ldentify where various TCP/IP protocols belong in the OSI reference model.

4. Utilizethe OSI 7 Layer model to be able to differentiate between the types of network devices, the
types of network protocols and the types of network addresses.

Elements of the Performance:

. Differentiate between a hub, switch, router and gateway.

. Differentiate between an Interface, a MAC address, an |P address, a port and an Application
address.

. Differentiate between network devices by identifying what OSI Layer service they provide.

5. Planthe IP Addressing for a particular network.

Elements of the Performance:
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. Describewhat an P Addressis and how it is used.

. ldentify the various classes of |P addresses.

.« Assign network ID's and host ID's to networks and computers.
. ldentify valid and invalid network/host ID's.

. Describe the purpose of a subnet mask

6. Utilize the | P address subnetting technique to produce the required |P addressing for agiven
situation.

Elements of the Performance:

. Describe the purpose of the subnet mask

. Determine custom subnet masks for a required number of subnets and hosts.
. Determine the | P addressing based on the custom subnet mask.

. Assign | P addresses to hosts and networks.,

7. Demonstrate understanding of what arouter is and how it performsits function.
Elements of the Performance;

. ldentify the difference between arouted and routing protocol.
. Describe how arouter decides how to forward an | P packet.

. Describewhat arouting table is.

. Compare and contrast static and dynamic routing.

. Construct arouting table for a given internetwork.

8. Demonstrate an understanding of how DHCP is used for automatic configuration of a computer
running TCF/IP.

Elements of the Performance:

. Describe the advantage of using DHCP.

. Recall the DHCP choreography.

. Explain the DHCP lease.

. ldentify several DHCP options.

. ldentify when a DHCP relay agent should be used.

9. Demonstrate an understanding of the issuesinvolved in NETBIOS networking.

Elements of the Performance:

. Define NETBIOS and identify the servicesit provides.
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. Explain the NETBIOS name registration, discovery and release process.

. Describe the various methods for NETBIOS name resol ution and the appropriate name resolution
node types.

. Describe how to troubleshoot NetBIOS name problems with NBTSTAT.

10. Install and configure the Windows Internet Naming Service (WINS) service.

Elements of the Performance:

. ldentify why and when WINS is necessary.
. Install the WINS service onthe NT server.
. Configure aclient to use WINS.

. Verify that WINS functions as expected.

11. Install and configure the Domain Naming System (DNS) service.

Elements of the Performance:

. ldentify the need for DNS.

. Describe the DNS name space hierarchy.

. Develop avocabulary of DNS terms.

. Describe how aname gets resolved into an | P address.
. Configure DNSfor alocal Intranet

1. TOPICS

The History of the Internet and TCP/IP

TCP/IP Utilities

Network Protocols, Devices and Layered Models

|P Addressing and Subnetting

Routers and routing/routed protocols

The Dynamic Host Configuration ProtocolDHCP

Netbios networking and the Windows Internet Naming System WINS
The Domain Naming System - DNS

NG~ WNE

IV.REQUIRED RESOURCES/ TEXTS/MATERIALS:

Sams Teach Yourself TCP/IP Networking in 21 Days, by Brian Komar,
Sams Publishing
ISBN 0-672-32353-2

V.EVALUATION PROCESS/ GRADING SYSTEM
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For success of this course, students must complete:

Assigned exercisesin atimely,

18%
accurate manner.
Participate in scheduled chats 2%
Three online multiple-choice tests 80%
(theory)
Test #1 - 20%
Test #2 - 30%
Test #3 (proctored)- 30%
Total 100%

Final grade will be assigned as a percentage. The home college will determine the grade
letter.

V1. SPECIAL NOTES:
Special Needs:

If you are a student with special needs (e.g. physical limitations, visual impairments, hearing impairments,
or learning disabilities), you are encouraged to discuss required accommodations with your instructor.

Retention of Course Outlines:
It isthe responsibility of the student to retain all course outlines for possible future use in acquiring
advanced standing at other postsecondary institutions.

Plagiarism:
Students should refer to the definition of "academic dishonesty” in the " Statement of Student Rights and
Responsibilities’. Students who engage in "academic dishonesty” will receive an automatic failure for that

submission and/or such other penalty, up to and including expulsion from the course, as may be decided
by the professor.

The Professor reserves the right to change the information contained in this course outline depending on
the needs of the learner and the availability of resources.

Substitute course information is available at the Registrar's office.
Students are expected to make arrangements for a proctor to be present to write the final test at the
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appointed time. In the event of afailed course grade, a supplementary test will be administered at the end
of the semester to replace EITHER the lowest failed OR one missed test. The supplementary test isa
comprehensive test drawing upon all of the material covered during the regular semester.

Students are advised to maintain at LEAST one backup of all files. A lost or damaged diskette will not be
an acceptable reason for alate or incomplete assignment.

It is expected that 100 percent of assigned work be completed and submitted on time. A zero grade will be
assigned to late assignments unless PRIOR arrangements have been made with the professor.

Testswill not be "open book". Students must ensure that they have the appropriate tools to do the test (i.e.
diskettes, pencil, pen, etc.) and that their proctor and a suitable testing location is available.

Regular attendance is expected at the chats so the professor can discuss the work and provide guidance as
necessary.
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